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1. B
Purpose

AREEMZ2ER  BEMBZEMNEENHE  BEKOTAMY - LRERRSZEER

It

BEMFRE  WHSHEEEEZEK  FHERRERA INMINERATINZEE - FELBER

g

AREL

This policy is established to strengthen the management of information security and to
ensure the confidentiality, integrity and availability of the information assets belonging
to the Company, to provide a continuous operating environment for the Company's
business and to meet the requirements of relevant laws and regulations, and to protect
them from intentional or accidental threats, both internal and external.

2. 50&
Scope of Applicability
ElZ2E 14 REEBER  BHERASRAARKEZFHER  ERENALE XA BIF B
WIRFBESHRE AR THRSIBOEZEARKGE - EESFRAOD ¢
Information security covers 14 management items to prevent improper use, leakage,

tampering and destruction of information due to human error or disaster, which may
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bring various risks and hazards to the Company. The management matters are as follows:

21 BEMZ2HBER -

W
Hp

ik

Information security policy.

g

2.2. BillZ 24

ik

Information security organization.

23. NNEBERZE -

24 BEEHE -

Asset management.
2.5. ZEUEH] -

Access control.

2.6.

23}

i

i3
Cryptography.

27. ERRRERLE -
Physical and environmental security.

2.8 EBIFL=ZE -
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Operational security.

ZE

N
©
=

Communication security.

2.10. RRFEEN - FISERAERE -
System acquisition, development, and maintenance.

211 HEERE -

Provider relationship.
212. EfZ = SHEE

Information security incident management
213. EEFEE B ZEMZEER

Information security aspects of business continuity management
214, BREY

Compliance

Definition

PR B Z 2B EERFE AL EERIMEARSZIRENEE @3 FENTRMER 2SR
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BRI ERERE  GHEREEMNER 2SR ERE MERIREAIEI 2B HmE - DUE

REMESE - BE B2  REAMRBZLE -

Information security is the application of management procedures and security
protection technologies to various information operations, including all information
system software and hardware equipment used in the execution of operations, file media
holding various information and data, and various reports printed by printers to ensure
the security of information collection, processing, transmission, storage, and circulation.
4. RATIEMNLZEBR

The Company's information security policy

Bl 22X 1IEBHE PR NERREEE #EE |

“Information security is a necessary protection and commitment

to our customers."

BIERANTNEMZZEE  BU " EMZEZRXNIERELVENRELEGE | 28T - BERE
BPRECEMEBEZHEN B ROAN  BERXRIENZEEZRITELZZRE  BREZ
ERENRBURZEMRT -

To strengthen our information security management and establish the concept of
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“information security is a necessary protection and commitment to our customers," to
ensure the confidentiality, integrity and availability of our customers' and colleagues' data
processing, to ensure the security of our data processing throughout the whole process,
and to provide safe, stable and efficient information services.
5. ERIEEEER
Control measures policy
1. BEfMZZBER © (KM EE AS~ALS8)
Information security policy: (Attachment A5~A18)
511 KEEZRMMEEEARELRE  BREEMZE7EBEE R KX -
Provide guidance and support for information security management in
accordance with operational requirements and relevant laws and regulations.
51.2. EfMZEBRAEEEEERWAZE - HEAE BRI REE
Information security policies are defined and approved by management and
communicated internally and to relevant external parties.
513. BEfMZEHREBEMRABETEREERES - IRERSEN - BUMREIY -

Information security policies shall be reviewed periodically or when significant
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changes occur to ensure appropriateness, relevance, and effectiveness.

5.2. B2 2 A :
Information security organization:

521 B2 UEBER  DUIREBARE KZEFEML T 2 BIF KEF -
Establish a management framework to initiate and control the implementation
and operation of information security within the organization.

522 MREETIERERTHREZZE -
Ensure the safety of remote working and using mobile devices.

53. ANWERZZ :
Human resources security:

53 1HERETAEERREFFEZEE  TETIEAS -

I

Ensure that employees and contractors understand their responsibilities and

fulfill their roles.
532 BRETINABERNIEBTEENZEZEL -

Ensure that employees and contractors are aware of and fulfill their information

security responsibilities.
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5.33. 1 REHGBHN ZMAREREF &L IFIERBRE 2 —

Include protection of the organization's interests as part of the employment

change or termination process.

S EEE

)

54.
Asset management:

541 #AlBEMrEETERET 2 RERT -
Identify the organization’ s assets and define the appropriate level of
responsibility for their protection.

SA2 WARMMEEENREHHB /=2 - SFEUSRVRE -
Ensure that all assets are protected to the appropriate level of importance to the
organization.

5.4.3.Fh LR FE RIS 2 B R EEE 2155 - B0 - BIREVKE -

To prevent unauthorized disclosure, modification, removal or destruction of

information stored in the media.

5.5. FENIEH

Access control:
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5.5.1. BRFIE = K EMEIEL M 2 7Y -
Restrict access to information and information processing facilities.
552 ERIFEFRAESUGTI - WHRRAMRBIOKREEFE -

Ensure access by authorized users and avoid unauthorized access to systems and

services.

553. 2 EAEHREEENEMNRSE

Hold users accountable for the preservation of their authentication information.
5.54.Fh Lt 2R ERERCZEGF -
Prevent unauthorized access to systems and applications.
5.6. RHEES

Cryptography:
5.6.1. BRAR - BERFEXRKENEER R EMBHE -

Set up encryption mechanism in accordance with regulations, customer

requirements and information asset risks.

A

5.6 2. SHHMNEEAZERE - BITHE - 2% - RE - GIHSEEFESE

Obtain, install, extend and backup management operations for encrypted
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certificates
5.7. BRRNMIRIEL R :
Physical and environmental security:

5.71.Fp A EMREMEERMERSEEZBIREFN - BERTE -
Prevent unauthorized access, damage, and interference with the organization’ s
information and information processing facilities.

5.72.FhltBEZER - BE - BB ER - WHHLEABEFPE -
Prevent the loss, damage, theft or hacking of assets and disruption of

organizational operations.

Operational security:
5.8.1. lEREMERER M 2 1EHERZ ]I -

Ensure proper and safe operation of information processing facilities.

a

5.8 2. FREMNEMERERM - s8R EEEE

Ensure information and information processing facilities are protected against

malware.
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5.8.3.Fp#i ERLRK -

Prevent data leakage.
584 CBRBHNELRRE -

Log events and generate evidence.
5.85. REFPRM ZTEY -

Ensure the integrity of operational systems.
5.8.6.Fh#b ¥ i fe 5914 2 FIA -

Prevent exploitation of technical vulnerabilities.
587 FEREZESHEFIRAK 2 EHERERE -

Minimize the impact of auditing activities on operational systems.

59. @iflZ=E
Communication security:
591 MERE MR NEX R ZEMNEIER M PEN 2 RE -

Ensure the protection of information in the network and the information

processing facilities that support it.

5.9.2. (REMABA N AT MINRERBEENZZE -
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Protect the security of information transmitted within the organization and with

any external individuals.
5.10. R#AtEEN - FA3E RAERE -
System acquisition, development, and maintenance:
510.1. AREMNLZEREBEBEEEMBR ZZ2EENAMN D - WINEREEHAKEHERE
MRS 2 EMARNEKRSIE -
Ensuring information security is part of an overall information system that spans

the entire life cycle. This also includes the requirements for information systems

served through public networks.
5.10.2. ARREMNRAF ZRBEMBHRN - RAREBFENLE -
Ensure that information is designed and implemented securely throughout the
development lifecycle of the information system.
5.10.3. RAGFAER 2 RE -
Ensure the protection of test data.
5.11. ftEERE% -

Provider relationship:
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5111 EREHERE N ZHBEENRE -

Ensure the protection of organizational assets accessible to suppliers.
511.2. #HEMLZEREBRN ZEZESREARBERZE 2 -
Maintain agreed levels of information security and service delivery consistent
with provider agreements.
512. BEflZ = SHEE !

Information security incident management:

5121 BRHENZESMZEEBN —HNRBEREEL - BRHLESHRBMZEE

Ensure consistent and effective management of information security incidents,
including communication of security events and vulnerabilities.

NZZEMm :

ik

513. EERKFEEEE
Information security aspects of business continuity management:

AR

ut{\\

5131 EflZERERRAEE Y 2ESEETES
Information security continuity should be embedded in the organization’ s
business continuity management system.

5.13.2. AREMEER M 2 oI HY -
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Ensure the availability of information processing facilities.
5.14. B1EM -
Compliance:
5141 BRERAEENLZEZMHEA AR AT  ARURLERR  UREMULZZEKSIR -
Avoid violating laws, ordinances, regulations or contractual obligations related to
information security, and any security requirements.

5.14.2. RAEBHNREER - BIEREFENZE -
Ensure that information security is implemented and operated in accordance
with the organization's policies and procedures.

6. EAHAMEHRE

Declaration of Applicability

#ig "ISO 27001 EflZ = BERM-Bk , BXXEL " ERAMERE . UEEHAIEENE

Xr A

EThBEAEREMRSZZTER  REAERZRRE - EHERE - A& &F - BRERERES

The ISO 27001 Information Security Management System - Requirements requires the

production of a Declaration of Applicability that lists in writing whether the controls
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i

7. B

il

Implementation

apply foramendment.

the applicability of control measures.

AHRAEEZEZEREN - BF]KITE -

listed in the standard are applicable to information assets and the reasons for their
non-applicability. When the organizational structure, personnel, equipment, and physical

environment change, the information security management committee shall redefine

This policy will be implemented upon approval by the Chairperson and the same shall




