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iR
Purpose
SEHLTRERFR AL TRATAPB R AR T READ P20
FHEERE > TP EAMERZE R B HAEIPN M F R AL P Fap

FOR AP

To strengthen information security management, ensure the confidentiality,
integrity, and availability of the company’ s information assets, provide a
continuous operational environment for the company, comply with relevant
regulations, and protect against intentional or accidental internal and external
threats, this policy 1s established.

.

Scope

21 WAL PFUFT A MMRERIBPZ A2 ERITE R FP TN REFEfoT o
This policy applies to the security management operations of the company's information assets, systems,
and services, covering confidentiality, integrity, and availability.

22, AN AT 2MA L CREFTHUIRBRPFEF=ZFAR -

It applies to all company employees, information service providers, and third-party personnel.

2.3 AP AP TALT 2R kA et i A FF el o e R

The company will maintain the effectiveness of the information security management system and uphold

the spirit of continuous improvement in its management.

B, &
Definition

THEARL 2GR EERAEZ X 2P RPN LR TATE S
ﬁ?%}%ﬁ\ﬁ@ﬂ%~ﬁkrﬁﬁﬂ£§#4ﬁ$%@’uﬁ%

'pr;] l? & o ”? 2% > o

GIEER Y 2 b
’?&“vﬁ:%\@\féﬁ\

Information security refers to the application of management procedures and
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security protection technologies to various information operations, 1including
software and hardware equipment used during operations and media storing various
information and data, to ensure the security of information collection, processing,
transmission, Storage, and circulation.

A, AP FAE 2R

Company Information Security Policy

TFRE 2 A FHE S LR PEHA K

nformation security is TCI’ s necessary guarantee and

commitment to customers |

i ADPHOFANL 2F R E: TFENF 2 I AT HE PR EDRREKE ) 2L Ak
TR AR CFRARIEZ MR s RFHE T R AT TR ST 2 RSES > R &
X 2R TR B A L FTIRTE o

Strengthen the company’ s information security management, establish the concept that
"information security is TCI’ s necessary guarantee and commitment to customers,"
ensure the confidentiality, integrity, and availability of customer and employee data
processing, and guarantee security throughout the entire data processing process,
providing safe, stable, and efficient information services.

b. A EF TR
Specific Policies

5. 1. wB¥4] :
Access Control
5. 1.1 "UFIHFTME FTAAILK G 2 3P~ o
Restrict access to information and information processing facilities.
5.1.2. FEikifEit "ﬁ BB TR G KSR RIFDAIZHE F B o

Ensure authorized users can access, and prevent unauthorized access to systems and services.
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0. 1. 3. 41’%’*"5%%%%&‘9]?*@%&% °
Require users to be responsible for safeguarding their authentication information.
5.1.4. Bk kAE Bt @ R ERAE TP -

Prevent unauthorized access to systems and applications.

5.2. FME EHHE X > ¢
Physical and Environmental Security
h.2. 1. FﬁIL.f‘-F'ﬁ)‘% ’;7"‘ Z'*”"‘?L}f@“’rk Yo i A S P F 1#5"‘5}5%‘5'1#%"
Prevent unauthorized physical access, damage, and interference to organizational information and
information processing facilities.
5.2.2. Pl FAZHEL T - lﬁsf,ga BfE > TRk F’ﬁ%‘« FITP W o

Prevent loss, damage, theft, or compromise of assets, and prevent disruption of organizational operations.

5.3, TAR®E:

Asset Management

5.3.1. Wulledz FAY TRFr 2L FELF T o

Identify organizational assets and define appropriate protection responsibilities.
5.3.2. FER# FAREFER2Z €& M > XIPF X dikg o
Ensure all assets are protected according to their importance to the organization.
5.3.3. P REFNHEMZ TR AGRELINE - Bt # “f BRI o

Prevent unauthorized disclosure, modification, removal, or destruction of information stored on media.

T

Data Transmission

5.4.1. FmEFEFHBEFTERERZ I T ERME o

Ensure traceability and non-repudiation of data transmission.

5.4.2. RIFBEITE2LFRMEE T H Mo

Maintain reliability and availability of transmission operations.

5.4.3. BB BAG PR B B dIH S

Use destruction-proof or tamper-resistant controls for physical transmission.

5.4.4. I%?%L~m+|§%]&ﬂ—o‘}f'|§ P i,2??1&}%]—%@511{;&1%%;&,;»%2g’;‘iigzﬁi;]
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5

WA o
Use designated electronic transmission media for data delivery; do not use illegal or improper media for
convenience.
0.4.5. A WA i BEALABETH B L BE F T RIS FRR AT
RIEEFAEH B .E'_*)%‘«E‘« AR e
Do not disclose confidential or sensitive information to other organizations or personnel via any
transmission medium.
5.4.6. PIMFMPLFREFE LT REFEFTEL VEFIAM 2L 35
Internal information websites must grant appropriate permissions based on authority and work needs to

control document access.

D, HEREE 2 % 2 LR ek

Endpoint Device Security Configuration and Handling

5

5.5.1. iR HXABERAEE v -
Distribute and recover user endpoint devices.

5.5.2. ¥HiE* KHEEE B KT
Control software installation on user endpoint devices.
9.0.3. ¥t "ﬁi#’u%é;}fﬁ BEE LA
Update security on user endpoint devices.

5.0.4., i H=BELER o MR R o

Use login procedures for endpoint devices.

5.5.5. PEELHMER " Fhu KXY T -
Prevent malware threats to endpoint devices.

5.5.6. EFHIFAEERF o

Control use of personal devices.

RS

Network Security

5.6.1. B ¥ FHIAEL > N REHE RPN FERRTR -
Network users may only access network resources within their authorized scope.
5.6.2. ¥R R KM TR AL 0 B e IRl R Y AR ks B
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Control computer connection lines for network systems to reduce risks of unauthorized system access or
facility compromise.
5.6.3. K EPEB®MRZRY - }%ﬁ ar PERFHFERRT TR B ERREREE
BN PR g M RIRL L 2 o
Plan network segmentation according to internal and external network physical separation requirements;
prohibit personal wireless devices from compromising network separation security mechanisms
5.6.4, G BEERZ Y BRAPEREIFT T RARF LSRRI
Unauthorized use of wireless networks and private wired equipment/network interfaces is strictly
prohibited.

5. 7. FRZ 2F g !

Information Security Incident Management

5.7.1. MEHFTAZ2FRZ FEO- R2 Foie2 o s RBHL 2F 25582 B3 o
Ensure consistent and effective management of information security incidents, including communication

of security events and vulnerabilities.
5.7.2. ZF2FNX > F il 74 % o

Establish a robust information security incident reporting system.

5.8. FaE

Information Backup
5.8.1. BBFM2ZFH* P2 M T R FIL BTG FEDH 2582 Brh el 2R

Define backup cycles, methods, and retention periods according to information availability and integrity

needs, and test their effectiveness.
5.8.2. ZRBRACFHRIPRMEZ R L o BLITIZ A FTXTE -

Protect backup data according to confidentiality requirements to avoid other security incidents.

5.9. BBE :
Cryptography
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5.9.1. ZRZFR L "ERZ FTAFARLGKE e piBale
Set up encryption mechanisms according to regulations, customer requirements, and information asset
risks.

5.9.2. FHIEMAL - AT ST LATS R TIHEHRE T

Manage key generation, distribution, activation, storage, updating, revocation, archiving, and destruction.

5.10. Fi A #fA B2 Al o

Information Classification, Grading, and Handling

5.10. 1. FETEEFTF RADFTMEE L ApMIET A

Information labeling covers all formats and related assets.

5.10.2. # A A2 H @ B> s & R o

Ensure personnel and stakeholders are aware of labeling requirements.

5.10.3. # i 75 A BB 23042 2 MEFEEEET FALEFPHEIIL o
Provide necessary awareness methods to ensure correct labeling and corresponding handling of

information.

5. 11. $iwisssft g

Technical Vulnerability Management

DAL 1. AT B e g miphim &4 2 iz o

Define and establish roles and responsibilities related to technical vulnerability management.

5.11.2. WRIHFAFTAELTE 5 il

Detect vulnerabilities in mformation assets.

5.11.3. #®E { A7¢ AR > AT BRBHM > X XEATEPHT 2 B RN 2 B
AN RTEE o

Manage software updates to ensure all authorized software has the latest approved patches and updates.

5.11.4. @ * g £ i * Pjiv2 S5 AFH 1 5 > UGB BT A BB AT S8 .

Use appropriate vulnerability scanning tools to identify vulnerabilities and verify successful remediation.

5.12. 2B B

Secure Development Policy
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Bk EIRTRZ Tk suen® REF o

Ensure information security is part of the entire lifecycle of information systems, including requirements

for systems providing services via public networks.

5.12.2. F#FBATFM ;s NI kA a5t o 3 KRR T AR TR 2
T RBIEN N KRR o

Incorporate security requirements during system planning and analysis when developing new systems or

enhancing existing functions.

5.12.3. teirpfcMpr » ARH X 2F Ko 7375 o

Evaluate security requirements when procuring software.

5.12. 4. kiiz % > 7 K2 FHlEA > %*A‘ﬁéﬁﬁﬁﬁ’ifiiiﬁﬁzi’?ﬁ
H k2 BT ARR o

System security requirements and controls should match the value of information assets and consider

the potential harm from insufficient security measures.

5.12.5. FM A MBEETH > ok BB it o

Information systems should protect data from leakage or tampering.

b, @ EP
Statement of Applicability

Zyp T1SO 27001 T % >332 k-8 F ) & f 3 4 riﬁﬂﬁ»p@%— TERRESIL 2
?ﬁ%@i@’% S IR o AE R S ) IR -] #‘45‘: oF P TR
TR Am&iﬁﬂiﬁ@éﬂgéﬁﬂ#%4ﬁ¥ﬁo

Produce a Statement of Applicability according to the requirements of the ISO 27001
Information Security Management System, listing in writing whether information
assets are subject to the standard’ s control measures and reasons for non-
applicability. When organizational structure, personnel, equipment, or physical
environment changes, the Information Security Management Committee should redefine
the applicability of control measures.

. FE

Implementation
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the same process.

ARRKELEL A PR N B o
This policy i1s implemented upon approval by the Chief

Supervisor; revisions follow




